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Why it’s important:
Provides the ability to
monitor traffic to the
network. Protects the
authenticity of
communication
sessions, and protects
the confidentiality and
integrity of transmitted
information.

Target audience:
IT personnel and system
administrators

configurations to restrict connections
between non-protected systems and
any system components in the
protected state information system.

Implement controls for servers and
components, including: preventing
unauthorized data transfers using
shared system resources; preventing
split-tunneling for remote devices; one
primary function per server.

Ensure the state information system
server is configured with security
parameters and enables only secure
services and protocols.

Obtain public key certificates from an
approved service provider.

Establish VolP (voice over Internet
protocol) usage restrictions based on
the potential to cause malicious
damage to the information system.

Protect communication session
authenticity and safeguard against
session hijacking.

information system.

Implement encryption
methods for the protection
of confidential information
during transmission over
open public networks.

Define acceptable and
unacceptable mobile
code and mobile code
technologies.

Remote activation of
cameras and microphones
are prohibited with the
exception of remote
conferences and training.

Protect the integrity of
audit log data at rest, as
well as the confidentiality
and integrity of taxpayer
information at rest.

For more information about
this IT Security Policy, contact
SecurityPolicies@azdoa.gov.
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